Zombie ZERO

Al-based solutions for new and variant malware and ransomware

We create a secure security environment from cyber threats.
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Al-based action analysis security solution that detects and blocks new and
variant malware such as ransomware and APT

File APT
We detect and block
malware that crosses
network-associated Deployed EDR
Email APT file transfers. (On Premise EDR)

We detect and block We detect and block
Malware from email malware entering through
user endpoints such as

PCs, servers, etc.

> ZombieZERO

Integrated Management Solution

Network Traffic
Malware is deteced In conjunction with APT/EDR products,
and intercepted It can provide correlation analysis and

integrated management monitoring

ZombieZERO System

- Solutions can be built on various pathways through which malware may enter the system
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| ZombieZERO APT

Appliance—based integrated security solution (HW+Sw)

ZombieZERO

Network, Mail, and Files (constructed in the network coordination section)
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Expectations

Behavioral analytics
complements traditional
signature—-based analysis
Compensate for zero—day
vulnerabilities that are not
detected by the system

Addressing the limitations of
traditional signature—based
spam solutions that are
vulnerable to malware

Overcoming the limitations
of traditional signature
spam solutions that are
vulnerable to new and
variants

-Monitor two—way network traffic for file inflows and outflows
-Collect and analyze key Internet service protocols
-Detect and block access to harmful sites and C&C communications

‘Integrate APT with Message Transfer Agents (MTAs)
-Block only malicious information from mail containing spam,

spearphishing, and malware

-Analyze email attachments and URLs and send only

legitimate mail to the mail serve

-Analyze and block files in transit in conjunction with network

connectivity solutions

-Categorize analyzed files and send only those deemed

normal to the business network

-Deliver analysis results using shared folders

- When APT and EDR products are deployed concurrently
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Response to malware
and ransomware

Detection and Response
to unknown new and
variant malware AV
cannot detect

O

Securing Endpoint
Visibility

Visibility on specific
situation caused by
cyberattack at the
endpoint

[4]

Preventing possible
malware intrusions

]

Cost saving

Built-in ransomware
response, backup, and
some antivirus features
requiring no need to
purchase a separate product

Identifying malware entry
paths and connections
between systems to
improve security by
patching holes from within
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| ZombieZERO EDR

On-premises / cloud deployment to detect and block malware

that flows through user segments such as PCs and servers

Main features
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Real-time detection and

Zero Trust (Execution pending)
response for ransomware

/A
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|IOC-based real-time
threat detection

- Counteract file encryption and
forgery/tampering by ransomware

- Global antivirus ‘Bitdefender’
adopted

- Upload information to the analytics

server by suspending execution of
files when new files are introduced
or threat files are executed

- Detect indicators of compromise(I0C)
for user device behavior
(network, file, process, registry, etc.)

Internet

Router
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ZombieZERO EDR Cloud Service

- Install as an agent through a dedicated webpage
- Full functionality including purchase, installation,

and centralized management on the web

Firewall
MGT ZombieZERO
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- High user management and convenience,
no H/W introduction cost

- Suitable for SMEs and remote and

User PC @ Zomtl)zi[e)éERO ; e
EDR detection and analysis capabilities
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|[OC-based threat
behavior detection
(MITRE ATT&CK Classification)

Uploading files into
the analysis server

Introducing and running
new files on a user's PC

Prevent I0C-based threat Execute file in
behavior from persisting case of normal file
(MITRE ATT&CK Classification) Block/quarantine in
case of malicious files

telecommuting environments

4

File analysis in
four steps

©

Deploying analysis
results policies
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ZombieZERO Ul

- Organize layouts with an intuitive design so admins can easily find the information they're looking for

- Apply visual design to help admins get quick and accurate situational awareness
- Enhance security with authentication and permission controls to ensure only authorized

users have access

Agent (EDR) Status

Number of Analysis Files Per Hour Number of Maliciou stections

Malicious Detection Graph

System Infomation

Major Common Features

Prevent virtual machine bypass

NG ek MITRE
ATT&CK

*Multi-dimensional Providing dynamic
; ) behavioral analytics
and reputation analysis

Al-based malicious

Malware flowchart
code detection
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Integration with fast and accurate

based on indicators Cyber Safety Center
of compromise
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Multidimensional Analysis

- Detect and block malware with multidimensional analysis of traffic flowing through your network

from outside to inside.

HASH Hyara - - vmware' - . ] virusTotal -
Bitdefender \/ \/ \/
User Black AV Engine Yara Rules VMWare behavior Reputation analysis

analysis

MITRE ATT&CK - Malicious behavior flowchart

- Monitoring the shape of techniques and methods for ongoing attacks, not the results of attacks

Process analysis information MITRE ATT&CK Navigation
(malicious behavior flowchart)

Real-time backup
- Backup files to a secure folder inaccessible by normal processes at the last minute
before file encryption

- Backup and execution at the kernel driver level, eliminating cross—application conflicts
and performance degradation
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File monitoring Opening files and Instant backup to Restoring a saved backup file  Complete double
changing programs the drive’s folder (Original, undamaged files) protection

ZombieZERO For purchase and inquiry | T. 02-1544-5317 E. sales@npcore.com



+ NPCore

References

ZombieZERO

No. 1 for APT in Korea with more than 150 clients in Korea and abroad
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NPCore holds international CC, GS certificate, and Innovative Product certificates,

registered 13 patents, including 2 in the U.S. and 1 in Japan.
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